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CHAPTER 1

Why Incident Management Is an
Engineering Problem

Incident management is often framed as a cultural or process problem. Get the culture right, install the
process, and incidents will be handled well. That framing misses something important: the technical
and organizational foundations you build into your systems before an incident happens determine far
more about outcomes than the process you run during one.

Culture Without Infrastructure Is Theater

Blameless postmortems, clear escalation paths, and well-defined roles are all valuable. But none of
them help when the alert that fired gives you no actionable signal, the runbook for the service was last
updated eighteen months ago, and nobody on the on-call rotation has touched the affected system in
over a year.

The teams that handle incidents well have invested in the unsexy infrastructure: alert quality that
surfaces real problems without crying wolf, runbooks that reflect how the system actually behaves,
ownership models where someone genuinely knows each service, and observability that supports
diagnosis under pressure rather than just generating dashboards for quarterly reviews.

The Technical Foundations That Matter

« Alert quality: The ratio of actionable to noise alerts directly predicts whether on-call engineers
treat pages as signals or interruptions. High noise environments produce slow response, missed
real incidents, and burned-out engineers.

* Runbook quality: A runbook that accurately describes a system's failure modes, diagnostic steps,
and remediation paths reduces MTTR measurably. One that is stale or generic provides false
confidence and wastes time during the incident.

» Ownership design: Who is responsible for each service — including knowing it, maintaining its
runbooks, and being reachable when it fails — should be explicit and maintained. Implicit
ownership means no ownership when it counts.

» Observability architecture: The ability to answer ‘'what is broken and why' within the first five
minutes of an incident is mostly determined before the incident starts, by the instrumentation and
tooling decisions made during development.
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Organizational Design as Engineering Infrastructure

How teams are structured shapes how incidents unfold. When services have clear owners, escalation
paths are short and the right person can be reached quickly. When ownership is diffuse or
organizational boundaries create handoff friction, incidents expand while the team figures out who
should be doing what.

This means the decision to consolidate services under a platform team, split a monolith, or outsource a
component has incident management implications. The engineering organization and the system
architecture are not independent variables.

m Key Insight

The question is not 'do we have an incident process?' but 'if the payment service failed right now at
2am, how long until the right engineer is looking at useful diagnostic information?' Most organizations
are slower than they think.

Measuring Your Starting Point

Before investing in process improvements, it is worth measuring the current state honestly. Mean time
to detect (MTTD), mean time to acknowledge (MTTA), and mean time to resolve (MTTR) by service
and team reveal where the bottlenecks actually are. A high MTTD points to alert coverage gaps. A high
MTTA points to on-call design problems. A high MTTR after a quick acknowledge points to runbook or
observability gaps.

* MTTD: Time from incident start to first alert firing.

* MTTA: Time from alert to engineer acknowledgment.

* MTTR: Time from acknowledgment to resolution.

« Alert noise ratio: Percentage of pages that require no action.

» Repeat incidents: Proportion of incidents involving the same root cause as a prior event.
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CHAPTER 2

On-Call That Doesn't Burn People Out

Alert fatigue is not a personality problem. It is a system design problem. When on-call engineers are
regularly woken up by alerts that require no action, or are paged for services they don't know and can't
fix, the predictable result is delayed acknowledgment, degraded response quality, and eventually
attrition of the engineers most likely to take the work seriously.

Alert Signal vs. Noise

The most important metric in on-call health is the actionable alert rate: the percentage of pages that
require the engineer to actually do something. A well-tuned alerting environment targets 90%+
actionable. Most environments are far below this, often without anyone having measured it.

» Symptom-based alerting: Alert on what users experience — elevated error rates, degraded
latency, failed transactions — rather than on internal metrics that may or may not correlate with real
impact.

* Threshold calibration: Thresholds set once and never revisited drift out of calibration as traffic
patterns change. Review alert thresholds quarterly or after major traffic changes.

* Alert deduplication: Multiple alerts firing for the same underlying cause add noise without adding
information. Consolidate related alerts into a single page.

* Severity tiers: Not every problem requires waking someone up. Distinguish between
page-immediately (customer impact now), notify-in-morning (degradation but stable), and
log-for-review (trend to watch).

m Noise Audit

Pull the last 90 days of on-call pages. Categorize each as: required action, was a false positive, or
resolved itself without action. If more than 20% fall in the latter two categories, the alerting system
needs tuning before anything else.

Rotation Design

A rotation that works well depends on team size, geography, and the incident frequency of the services
being covered. There is no universal answer, but there are common failure modes worth avoiding.
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Team size constraints
* Below 4 engineers: Weekly rotations mean each person is on call every 4 weeks. Below that, the
burden becomes unsustainable quickly. Consider whether some services can be grouped or
whether on-call responsibilities can be shared across adjacent teams.

* 4-8 engineers: Standard weekly rotation is workable. Ensure the rotation list stays current —
engineers who have moved to other teams or are on leave should be removed.

8+ engineers: Two-week rotations become viable and significantly reduce burden. Consider a
shadow rotation for engineers who are new to on-call for a service.

Follow-the-sun for distributed teams

Follow-the-sun rotations divide on-call coverage by geography so each engineer handles incidents
during their working hours. The benefit is that nobody is woken up for a routine incident. The cost is
handoff quality — incidents that span a timezone boundary require explicit, disciplined handoff

practices or context gets lost.

* Use a structured handoff format: current status, what's been tried, what's unknown, next steps.
» Overlap windows of at least 30 minutes between timezone shifts reduce handoff failures.

* Track incidents that had poor handoffs explicitly in postmortems — it is often the root cause of

extended resolution times.

Runbooks That Actually Reduce MTTR

A runbook is only valuable if it helps an on-call engineer resolve the incident faster than they would
without it. This sounds obvious, but most runbooks fail this test. They describe what a system does

rather than what to do when it breaks.

» Start with the alert: each runbook should be linked directly from the alert that fires it.

* Lead with the most likely cause and fastest diagnostic step, not background on the system.

* Include specific commands, queries, and dashboard links rather than general descriptions.
 Capture the 'if that doesn't work' path — the second and third diagnostic steps matter at 3am

when the first step didn't resolve it.

Sustainable Ownership Models

On-call health is not just a rotation design problem. It is an ownership design problem. Engineers who
own a service — who built it, understand it, and are responsible for its reliability — handle incidents
better and faster than engineers who are covering it as a rotation obligation.

This means the answer to on-call burnout is often not a better rotation — it is better ownership.
Services that nobody feels ownership of accumulate alert debt and runbook debt until the on-call
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burden becomes unsustainable. Assigning explicit owners and holding them responsible for on-call

quality metrics changes the incentive structure.

m Ownership Checklist
For each service in the on-call rotation: Is there a named owner (team or individual)? Is the runbook
current (updated in the last 6 months)? Are alerts calibrated (actionable rate above 80%)? If not, the

service should not be in rotation until it is.
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CHAPTER 3

Incident Response in Practice

The difference between a team that handles incidents well and one that doesn't is rarely about
individual skill. It is about whether there is a shared model for what needs to happen and who does it.
When everyone is trying to diagnose and communicate simultaneously, neither happens well.

Roles That Actually Help

Incident response roles are not bureaucracy. They exist because the failure mode without them is
well-documented: the best engineer on call spends half the incident answering status questions from
stakeholders, the communications update doesn't go out because nobody was clearly responsible for
it, and two engineers duplicate diagnostic work because neither knew what the other was doing.

Incident Commander

The incident commander coordinates response without necessarily being the person diagnosing the
problem. Their job is: ensuring the right people are engaged, making calls when the team is stuck,
driving toward a resolution decision, and keeping the incident moving forward. They do not need to be
the most technical person — they need to be organized and decisive under pressure.

Communications Lead

The communications lead owns all external and internal stakeholder communication. They write status
page updates, send internal notifications, and field stakeholder questions so the technical team can
focus on resolution. This role is often undervalued until you have experienced an incident where it was

missing.

Subject Matter Experts

SMEs are the engineers who know the affected systems. Their job is diagnosis and remediation. They
should be insulated from stakeholder communication as much as possible during active investigation.

The Timeline of a Real Incident

* Detection: Alert fires, or a user report comes in. MTTD clock starts at the actual problem start, not
the alert time — the gap between them is your detection latency.

* Triage (first 5 minutes): Is this a real incident? What severity? Who needs to be engaged? The
triage decision determines whether you escalate or investigate solo.

* Initial communication (within 15 minutes of declaration): Even ‘'we are investigating' is better than
silence. Stakeholders who don't hear anything start asking, which creates noise for the technical
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team.

* Investigation: Systematic diagnosis — forming and testing hypotheses, correlating signals,
narrowing the problem space. This is where good observability pays off.

 Mitigation: The action that restores service, even if it doesn't fully resolve the underlying cause.
Rollback, traffic rerouting, circuit breaker engagement.

» Resolution and all-clear: Confirm service is restored, close the incident, send final update to
stakeholders.

» Postmortem scheduling: Schedule before the incident is fully closed — not after everyone has
moved on and memory has faded.

Communication Cadence

Communication failure during incidents follows a predictable pattern: the first update goes out quickly,
then updates stop because the team is heads-down on diagnosis, stakeholders escalate because
they've heard nothing in 30 minutes, and now someone is context-switching to answer questions that
wouldn't have been asked if updates had continued on schedule.

* Internal updates every 15-30 minutes during active incidents, regardless of progress.
 External (customer-facing) updates every 30-60 minutes for customer-impacting incidents.

» Updates should include: current status, what's been tried, what's known, next action, and
estimated time to next update.

* 'No new information' is a valid update. It prevents escalation.

m Communication Template

Incident #[ID] Update [N] — [Time]: Status: [Investigating/Mitigating/Resolved]. Impact: [What users
are experiencing]. Current action: [What the team is doing]. Next update: [Time]. — This format takes
90 seconds to fill in and prevents most stakeholder escalation.

War Room vs. Async Response

Synchronous war rooms work well for high-severity incidents where rapid back-and-forth between team
members accelerates diagnosis. They create shared context, allow real-time hypothesis testing, and
make it easier to coordinate mitigation actions.

Async response (primarily via incident channels) works better for lower-severity incidents, distributed
teams, and off-hours incidents where gathering everyone synchronously has a high cost. The risk is
that async investigation is slower and more prone to duplication.

The decision heuristic: for Sevl with customer impact, pull people into a call. For Sev2 and below, run
async in the incident channel with an explicit decision point — if no progress in 30 minutes, escalate to
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synchronous.

Common Mistakes

* All-hands debugging: everyone on call piling into diagnosis without coordination. Two engineers
doing the same investigation in parallel is waste.

* No incident declaration: treating a real incident as routine troubleshooting delays stakeholder
notification and response coordination.

* Premature all-clear: declaring resolution before confirming metrics have returned to normal. This
leads to re-opening incidents and erodes confidence in status communications.

» Skipping the postmortem for ‘'small’ incidents: recurring small incidents often share root causes
with larger ones. The pattern is only visible if they're reviewed.
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CHAPTER 4

Runbooks and Documentation

A runbook has one job: help an engineer resolve an incident faster than they could without it. Most
runbooks fail this test. They are too generic to be actionable, too outdated to be accurate, or too long to
read under pressure. Writing runbooks that actually work requires treating them as operational tooling,
not documentation.

What Makes a Runbook Actually Useful

« Linked from the alert: the engineer should not need to search for the runbook. The alert
annotation or monitoring tool should include a direct link.

« Starts with symptoms and likely causes, not background: the first thing an engineer reads should
be 'if you're seeing X, it's usually caused by Y, check Z first.'

» Specific, executable diagnostic steps: ‘check the database' is not a diagnostic step. 'Run this
guery and compare the result to the baseline in the runbook' is.

* Includes the remediation path, not just diagnosis: what command or action actually fixes it, what
the expected outcome is, and how to verify resolution.

» Documents what not to do: lessons from past incidents often include actions that seemed
reasonable but made things worse. These belong in the runbook.

Runbook Anti-Patterns

The overview document

A document that explains how a service works in detail but says nothing about how it fails or how to fix
it. Useful for onboarding, useless during an incident.

The stale runbook

A runbook that was accurate when written but hasn't been updated as the system evolved. Worse than
no runbook in some cases — it directs the engineer to check things that no longer exist or execute
commands that no longer work.

The checklist runbook

A list of things to check with no branching logic or prioritization. Check CPU, check memory, check
disk, check network. Does not help the engineer form or test hypotheses about what is actually wrong.
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The too-long runbook

A comprehensive document that covers every possible failure mode in equal depth. Correct but
unusable under pressure. The most common issues should be surfaced at the top; edge cases can be
in appendices.

® Runbook Quality Test

Give the runbook to an engineer who has not worked on the service and ask them to walk through a
simulated incident using only the runbook. Where they get stuck or ask questions is where the runbook
needs improvement.

Structure That Scales

A consistent structure across runbooks reduces cognitive load when engineers are switching between
services under pressure. A template that works:

* Service overview (2-3 sentences): what it does, what depends on it.

* Alert context: which alert linked here, what it means.

* Quick diagnostic (first 3 minutes): the two or three checks that identify the most common causes.
» Common failure modes: for each, symptoms, diagnosis steps, remediation.

» Escalation path: who to page if the runbook doesn't resolve it.

» Recent incidents: links to postmortems for this service.

* Runbook owner and last reviewed date.

Keeping Runbooks Maintained Without Making It a Project

Runbook maintenance fails when it is treated as a separate documentation project with its own sprint or
guarterly review cycle. By the time the review happens, the runbook is already out of date and the
review is catch-up work nobody wants to do.

The alternative is embedding runbook maintenance in the incident workflow. Every postmortem should
include a step: does the runbook for this service need updating? Every service owner who changes a
service should update the runbook as part of the change. The cost is minutes per incident; the benefit

compounds over time.

» Add 'update runbook if needed' as a standard postmortem action item.
* Include runbook review in service change checklists.
* Track last-updated date on each runbook and flag any not updated in 6 months.

» Make runbook updates a first-class contribution — not less valuable than code changes.
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CHAPTER 5

Postmortems That Drive Change

Postmortems are one of the highest-leverage activities in engineering organizations. A well-run
postmortem produces durable improvements: better runbooks, fixed systemic issues, improved alert
quality, and shared understanding that prevents recurrence. A poorly-run postmortem produces a
document that nobody reads and action items that nobody closes.

Blameless Culture: What It Actually Means Operationally

Blameless postmortems are widely discussed and frequently misunderstood. Blamelessness does not
mean that actions don't have consequences or that poor decisions are ignored. It means that the
system, not the individual, is the focus of improvement.

The operational implication: postmortem questions focus on ‘what conditions allowed this to happen'
rather than 'who made the wrong decision.' The goal is to find the process, tooling, or information gap
that made the failure mode possible, not to establish who is responsible for the outcome.

» Replace 'why did the engineer do X' with ‘what information did the engineer have, and what would
they have needed to make a different decision?'

* Replace 'the engineer should have known' with ‘what would have made that knowledge available
at the right time?'
* Treat mistakes as data points about system design, not character flaws.

The practical benefit is that engineers who feel psychologically safe in postmortems provide more
accurate and complete timelines. If postmortems feel like accountability hearings, the timeline will be
incomplete and the real causes will stay hidden.

Root Cause Analysis Techniques

5 Whys

Iteratively ask 'why' until you reach a root cause. Works well for linear causal chains with a clear
sequence of events. The limitation is that real incidents often have multiple contributing causes and
non-linear causality. 5 Whys can lead to a single root cause when several actually contributed.

Fishbone (Ishikawa) Diagram

Maps contributing causes across multiple categories — people, process, tooling, environment. Better
than 5 Whys for incidents with multiple contributing factors. The visual format makes it easier to see
clusters of related causes.
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Fault Tree Analysis

A top-down approach that models the conditions that would have to be true simultaneously for the
failure to occur. Useful for understanding why an incident was worse than expected given individual
safeguards — the analysis reveals how multiple partial failures combined.

In practice: use 5 Whys for simple incidents with clear causal chains. Use fishbone for complex
incidents with multiple teams or contributing factors. Reserve fault tree analysis for high-severity
incidents where understanding the full failure mode matters for future prevention.

m RCA Pitfall

The most common postmortem failure is stopping at a proximate cause — 'the deployment introduced
a bug' — rather than asking what allowed the bug to reach production undetected. The proximate
cause is usually not the useful one.

Action Items That Actually Close

Postmortems reliably produce action items that reliably do not get done. The pattern is consistent:
action items are created, assigned to whoever was most involved in the incident, added to a backlog,
and deprioritized in the next sprint planning because feature work has more visible urgency.

* Assign action items to a named individual, not a team: 'Engineering team will improve alerting' is
an assignment to nobody.

* Set a due date at creation: open-ended action items do not get done.

» Review open postmortem action items in weekly engineering meetings, not just during the next
related incident.

» Separate immediate mitigations (done during the incident) from systemic improvements (done
afterward) — they have different timelines and owners.

* Track and report on postmortem action item close rate as an engineering metric.

The Failure Mode Where Postmortems Produce Nothing

The most common failure is not bad postmortems — it is postmortems that are well-run but whose
outputs are never acted on. The document is written, the action items are created, the meeting ends,
and nothing changes. Three months later, a similar incident occurs and a similar postmortem is written.

This is not a writing problem. It is a prioritization and accountability problem. Postmortem
improvements compete with feature work for engineering time, and feature work usually has more
visible stakeholders. Without explicit prioritization of reliability work — dedicated time, engineering
OKRs, or a reliability team — postmortem action items accumulate faster than they close.
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* Treat postmortem action items as first-class work, not as 'tech debt' to be addressed someday.
» Report on incident recurrence rate — if the same class of problem recurs, postmortems are not
driving change.

* Escalate unresolved high-priority action items to engineering leadership.
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CHAPTER 6

Observability for Incident Response

Observability is discussed extensively in the context of understanding system behavior at scale. This
chapter focuses on a narrower, more operational question: what does your observability infrastructure
need to do to support diagnosis under pressure during an active incident?

What to Instrument

The instrumentation decisions made during development determine what information is available
during an incident. Systems that are not instrumented for their failure modes produce incidents that are
hard to diagnose regardless of how good the tooling is.

* RED metrics (Rate, Errors, Duration) at service boundaries: every service should expose request
rate, error rate, and latency at its inbound and outbound interfaces.

* Business-level metrics: not just technical signals but indicators that reflect actual user impact —
transaction success rates, checkout completion, search results returned. These are often what
stakeholders care about and should be directly alertable.

» Dependency health: the status of every external dependency the service calls — databases,
caches, queues, third-party APIs — should be visible and tracked.

» Resource utilization with historical context: CPU, memory, and disk are only useful as incident
signals when you can compare them to normal baselines for the same time and traffic level.

Signal vs. Noise in Observability

More metrics is not always better observability. An observability environment where the engineer must
navigate 200 dashboards to find the relevant signal is worse than one with 20 well-designed
dashboards that surface the information needed for the most common failure modes.

« Start with the questions, not the metrics: what are the ten questions an engineer would ask in the
first five minutes of an incident for each service? Build dashboards that answer those questions.

* Service-level dashboards: every service should have a single overview dashboard that shows
health at a glance — not a metrics browser.

« Alert-linked views: the dashboard linked from each alert should show the relevant context for that
alert, not a generic overview.

* Reduce cardinality noise: high-cardinality dimensions in metrics can make them unusable in
aggregate. Design metric dimensions deliberately.

The Incident Management Playbook — Intellizu | intellizu.com 14



m Dashboard Audit

If your team opens more than three dashboards to understand a typical incident, the dashboards are
not designed for incident response. Good incident dashboards are designed around the diagnostic
workflow, not around what metrics are available.

Correlating Across Signals

Incidents often manifest across multiple signal types simultaneously. A deployment causes elevated
error rates (metrics), produces exception traces (logs), and shows slow spans in a specific downstream
service (traces). The ability to correlate these signals — to go from a metrics anomaly to the relevant
log entries to the specific trace — dramatically accelerates diagnosis.

* Consistent timestamps: metrics, logs, and traces need synchronized timestamps to support
correlation. This sounds obvious; it is frequently not done.

* Trace IDs in logs: structured logs should include trace IDs so that a trace showing a slow span
can be linked directly to the log entries from that request.

» Deployment markers in time series: all metric dashboards should show deployment events
overlaid on the time series. 'Did a deployment precede this anomaly' is the first question in most
incidents.

« Linked observability tools: moving from a metrics alert to logs to traces should require clicks, not
context-switching to a different tool with manual time range entry.

Alert Quality Metrics

Alert quality is observable and should be measured. Teams that measure it improve it; teams that don't
tend to let noise accumulate over time as systems change and thresholds go uncalibrated.

Actionable alert rate % of pages requiring engineer action > 90%
Alert-to-acknowledge time Median time from page to ACK <5 min
False positive rate % of alerts with no corresponding issue <10%
Alert volume trend Pages per week, rolling 4-week Stable or declining
Repeat alert rate % of alerts that fired for same cause in 30d <15%
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Observability Debt

Observability debt accumulates in the same way as technical debt: incrementally, without clear
visibility, until an incident reveals a gap that should have been addressed earlier. A service with no
meaningful instrumentation appears fine until it fails and the team discovers they have no useful
diagnostic information.

The way to address observability debt is to make it visible. An observability maturity assessment by
service — which services have RED metrics, structured logging, distributed tracing, alert coverage —
reveals the gaps. Prioritize services with high incident history or high business impact.
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CHAPTER 7

Building Institutional Memory

An engineering organization's ability to handle incidents well is partly a function of accumulated
knowledge: what has broken before, how it was fixed, why certain design decisions were made, which
parts of the system are fragile. When that knowledge lives in individuals rather than systems, it is
fragile — it leaves when they leave, and it is unavailable at 3am when the person who knows is on
vacation.

Keeping Knowledge Accessible

The goal of institutional memory is not comprehensive documentation of everything — it is ensuring
that the knowledge needed to operate and recover systems is available to the people who need it, at
the time they need it. That is a narrower and more achievable target than a complete knowledge base.

* Incident history as a living resource: postmortem documents should be searchable, linked to
services, and referenced in runbooks. When a similar incident occurs, the engineer should be able
to find what was done last time within minutes.

» Decision records for non-obvious choices: architecture decisions, technology choices, and
operational tradeoffs that are not obvious from the code should be documented at decision time,
not reconstructed later.

* Runbooks as operational memory: a runbook that is maintained and current is a form of
institutional memory. It captures what experienced engineers know about how a service fails and
how to fix it.

Preventing Key-Person Dependencies

Key-person dependencies are a reliability risk that is often invisible until the key person is unavailable.
The pattern is predictable: a service is built and maintained by one engineer who is the only person
who fully understands it. When that engineer is on vacation, sick, or has left the company, incidents
involving that service are significantly harder to resolve.

» Map dependencies explicitly: for each critical service, who can operate it, debug it, and make
changes to it? If the answer is one person, that is a risk.

* Require a second engineer to be capable of handling incidents for each service in the on-call
rotation.

» Shadow on-call: pair a less-experienced engineer with a senior one for incidents in areas where
knowledge is concentrated. Knowledge transfer happens through incidents, not just

The Incident Management Playbook — Intellizu | intellizu.com 17



documentation.

* Design for replaceability: make it possible to onboard an engineer to a service in less than a
week. If it takes longer, the service is not well-documented.

m Bus Factor Test

For each critical service, ask: if the primary owner were unavailable for two weeks starting tomorrow,
could the team handle an incident? Could they deploy a change? The answer reveals the actual
key-person risk, not the theoretical one.

Incident History as a Learning Resource

Postmortems are valuable immediately after an incident. They are often more valuable six months
later, when a similar issue begins to emerge and the team can look back at what happened last time
and why.

This requires that postmortems are findable and indexed by service, failure type, and contributing
causes — not just stored in a folder by date. An engineer investigating a slow query issue should be
able to search for 'database latency' and find relevant past postmortems, not remember that one might
exist and go hunting through dated folders.

» Tag postmortems by affected service, failure category, and contributing factors.

* Link postmortems from service runbooks under 'recent incidents.'

* Include a 'related incidents' section in new postmortems that references prior similar events —
this forces the review of past history and reveals patterns.

» Produce a quarterly incident review that surfaces recurring themes across all postmortems in the
period.

Runbook Ownership and Rotation of On-Call

Runbook ownership means someone is responsible for a runbook's accuracy, not just that someone
wrote it. Ownership should be tied to service ownership — the team responsible for the service is
responsible for its runbook.

On-call rotation design has institutional memory implications that are often overlooked. Rotations that
concentrate a service in a few engineers keep knowledge sharp but create key-person risk. Rotations
that spread coverage widely distribute knowledge but require better runbooks, since engineers will
handle incidents for services they know less well.

The right balance depends on team size and service criticality. For critical services with complex failure
modes, a narrower rotation with excellent runbooks is usually better than a broad rotation with
mediocre ones. For less complex services, broad rotation is fine and spreads knowledge effectively.
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Knowledge Transfer as an Engineering Discipline

Onboarding engineers to operational responsibilities — on-call, incident response, runbook
maintenance — is a skill that teams improve with deliberate attention. Organizations that treat it as an
afterthought produce engineers who are under-prepared and over-stressed during their first incidents.

« Structured on-call onboarding: before joining the rotation for a service, an engineer should have
read the runbooks, shadowed at least one incident, and completed a walk-through of the service's
operational characteristics with the service owner.

« Incident simulations (game days): regular exercises that walk the team through simulated incident
scenarios. Reveal gaps in runbooks, tooling, and knowledge before a real incident does.

 Retrospective on onboarding: after each new engineer's first few months on call, ask what was
hard, what documentation was missing, and what would have helped. Use the answers to improve
the process.

m Operational Maturity Benchmark

A well-run incident management program means: any engineer in the rotation can handle a Sev2
incident for any service they cover without escalating, using only the runbook and available tooling. If
that is not true, the gap is in runbooks, tooling, or training — all of which are fixable.

How Intellizu Can Help

Incident management programs surface deeper questions about system reliability: how is ownership
actually distributed across your teams, where are the undocumented dependencies, which runbooks
exist only in someone's head, and what does your alert landscape actually tell you versus what it
should. These questions are often better answered after a structured look at how your systems and
teams actually operate under pressure — not just how they're supposed to.

Intellizu works with engineering teams and managers to stabilize and evolve production systems. Our
Systems Assessment is a focused engagement that maps your current incident response landscape,
identifies gaps in observability and ownership, and produces a prioritized roadmap. For teams that
need ongoing engineering support — building runbook libraries, wiring up alerting infrastructure,
running on-call process improvements — we work as an engineering retainer: embedded capacity that
brings implementation alongside strategy.

If you're working through an incident management program and want a second opinion on your
approach, or a partner to help execute it, we'd be glad to talk.
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